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When opened, this PDF connects to "home"

Click "Allow" to connect to http://seclabs.org/fred/webbug-reader.php through your current Reader.

Comments:

1. Open this pdf document (webbug-reader.pdf)
2. The Reader connects to ${url}
3. The web server returns the requested page:
<?php
header('Content-type: application/pdf’);
readfile(’calc.pdf’);
?>
4. The Reader receives "calc.pdf' which is immediatly rendered
5. A pop-up ask if it can execute the calc...

Note: The URL where the Reader tries to connect is displayed

Windows:
- Foxit : Nothing happens.
- Acrobat Reader 8: a popup appears for the user to allow the connection,
then the connection is made and a new window is opened with the 2nd document

Mac:
- Preview: nothing happens
- Acrobat Reader 8: a popup appears for the user to allow the connection,
then the connection is made and a new window is opened with the 2nd document

Linux:
- poppler: /SubmitForm is not supported
- Acrobat Reader 8: a popup appears for the user to allow the connection,
then the connection is made and a the document window is replaced with the 2nd document
Note: The 2 documents can be seen in the"Window" menu.
- Acrobat Reader 8: a popup appears for the user to allow the connection,
then the connection is made and a new window is opened with the 2nd document



